be3ne4yHuun IHTepHeT Ta

coulianbHi Mmepexi




| He6be3nekn NpUxXoBYE aKTUBF
KOPpUCTYBaHHA couMepexxamMmu?»




IHTepHeT 3arpo3m

Komn’rorepHn# Bipyc -
Le HeBesinka nporpama,
gKa HanucaHa
NporpaMiCToM BUCOKOI
KBanidikauii, 34aTHa 4o
CaMOPO3MHOXEHHS 1
BUKOHAHHSA PI3HUX
NECTPYKTUBHUX AiN.




IHTepHeT 3arposu

Kibep - xyniraHcTtBo

OaHa i3 popM nepecnigyBaHHS aiten Ta
nigniTkis 3a gonomoroto IKT.

KiGep6yninr '\I

)
#

-
ANy

i Bxoa)eHHSa y A0Bipy A0 AUTUHU 3
KiGeprpyMiHr i METO BUKOPUCTAHHSA Tl Y CeKCYanbHUX

e/  Uinax



IHTepHeT 3arpos3u

F'pndpepn

IHTepHeT-Waxpal, 9Ki 3aBaXkaloTb
YYaCHMKAM OH-NTanH-irop CNOKinNHO
rpaTtum




IHTepHeT 3arposu

BuMmaHIoOBaHHA iIHpopMaLull

OBEPEXHO LAXPAI




IHTepHeT 3arpo3u

DIWNMHI

TexHoJsioria IHTepHeT-

luaxpancrea, po3pobrsieHa 3

METOI KpadiXKKu
KOH®igeHUinHOT iHdpopMauil. Jo




IHTepHeT 3arposu

dapMIiHr

Fake site
.securetodat.net PHARMING J

-

Legitimate site
www.securetoc{ay.net

{ Attacker

@ S _ y .
G | =  PisHoBMA waxpanctBa B IHTEPHETI,
| - §//

KOJZIM OMAHJ/IMBUM LUNAXOM
KOPWUCTYyBay NOTPanas€ Ha iAEHTUYHY
KOMNi0 BigOMUX CAUTIB.

DNS Server
(target)

“" Users (victims)



IHTEepPHEeT 3arpo3u

Cnam

Lle MacoBa po3cusika KoMepuinHOoI, NoaiTUYHOI
Ta iHwWoI peknamn (iHpopmauii) abo iHwWworo
BMAY NnoBigoMneHb (y TOMY 4YuUCHi U
nigpobseHnx) ocobam, AKi He BUCIOBIOBAIN
6a>kaHHSA TX OTpMMYBATH.




IHTepHeT 3arposu

OHNaANH-XM)KaKM

«XMXXaKmn>» BCTAHOBMIOKOTb
KOHTAaKT i3 AiTbMWU LWJIIXOM PO3MOB
y 4YaT-KiMHaTax, ObMiHy
MUTTEBMMUN NOBIAOMMEHHAMMU,
e/1IeKTPOHHOK noLwTo abo yepes
AOLLKW NOBIAOMJIEHD.




IHTepHeT 3arpo3u

HepocroBipHa IHpopMaLin

HEJJOCTOBIPHA
THPOPMALIA

OOOOOOOO
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q_‘ )
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Kopucryemocs
coLuMepexxamMm
npaBuJibHO!



